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What is misinformation?

• Misinformation is verifiably inaccurate information that is spread by 
someone (or some people) thinking it is true.

• Also relevant: 
• Rumors

• Misleading claims

• Misinformation detection is always harder and more time consuming 
than misinformation production.



Misinformation Online

Misinformation spreads more easily when it is “traded up the chain,” from 
smaller platforms to larger ones. 

Small social media 
platform

Mainstream social 
media platform

Larger news/ 
pundit story



Journalists as Social 

Media Users

Twitter

News Production

IJR

“My followers are used to 
me doing this,” said 

McNeil. “I put it out there, 
and then the fun starts.”

USA Today

Washington Post



Using data tools in misinformation detection

● Misinformation leaves traces
○ Detecting doctored images (including 

deepfakes)
○ Meta-data
○ Account information

● We can use data tools to seek out 
and identify these traces.



A data-driven approach to detecting misinformation

1. Tracking

2. Detecting

3. Reporting

4. (Data journalism)

Tracking | Detecting | Reporting | Data Journalism



Data Tracking: Where Should I Be Looking?

● National Spaces
○ X/Twitter, Facebook,

YouTube, Instagram
○ “Pink Slime” journalism

● Localized Spaces
○ Local Facebook Group
○ Next Door
○ Local Reddit

These can be a lot to track individually. What if we wanted to see them 
in the aggregate?

Tracking | Detecting | Reporting | Data Journalism



Data Tracking: Some Resources

Tools for surveilling social media for misinformation. Some of these are 
platform specific, while others are more general.
● Junkipedia (for checking multiple social media)
● Google Fact Check Tools (for existing fact checks)
● ClaimBuster (AI fact-checking + human team)
● Ad libraries (Weslyean, Meta Ad Library)

Trainings for misinformation tracking
● First Draft (https://firstdraftnews.org/bucket/our-training/) 
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https://firstdraftnews.org/bucket/our-training/


Data Tracking: Junkipedia

https://www.junkipedia.org/apply 

1. Free!
2. Better for image analysis
3. Cameron Hickey
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https://www.junkipedia.org/apply
https://ncoc.org/staff/cameron-hickey-project-director-algorithmic-transparency-institute/


Quick Demo of Junkipedia

https://www.junkipedia.org/users/sign_in 

https://www.junkipedia.org/users/sign_in


Data Tracking: Audience Tip Sheet

Sometimes, the best tips can come 
from your viewers/readers. Having 
an open tip sheet can be useful for 
soliciting local misinformation that 
has been spreading.

Setting one up
● Open tip sheet

○ Prioritize common ones
○ Focus on claims with links or 

sources
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Quick Demo of Meta Ad Library

https://www.facebook.com/ads/library/
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Financial Scams and Spams



[2] Detecting Misinformation

● We can use data tools to detect a variety of 
misinformation forms:
○ Messages/claims
○ Images
○ Users (e.g., sockpuppets and bots)

● But you should also learn some “giveaways” of common 
forms of misinformation (e.g., AI images)
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In the next few slides, I’m going to show you 
some photos. Can you figure out which ones 

are AI and which ones are not?

Detecting Misinformation
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Doctored Image Detection

● FotoForensics (https://fotoforensics.com/) 
○ Useful for detecting manipulated 

images
○ https://fotoforensics.com/tutorial.php

?tt=about 

● Deepware (https://deepware.ai/) 
○ Useful for detecting deepfakes
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https://fotoforensics.com/
https://fotoforensics.com/tutorial.php?tt=about
https://fotoforensics.com/tutorial.php?tt=about
https://deepware.ai/


Tineye (https://tineye.com/) 

● Reverse image search; an alternative to Google Reverse Image Search
● Once you detect misinformation in an image, you can use TinEye to see 

it’s spread

Tracking | Detecting | Reporting | Data Journalism

https://tineye.com/


[3] Reporting on Misinformation

● Is it worth reporting on?

● Can I prove it is misinformation?

● Is there any important context I need to provide?
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The Truth Sandwich!

● Reporting on a piece of misinformation shouldn’t motivate people to 
believe it!

Link to story Tracking | Detecting | Reporting | Data Journalism

https://www.poynter.org/reporting-editing/2020/how-to-serve-up-a-tasty-truth-sandwich/


Reporting & Data Post-Hoc

● How we store the data after is also important

1. Save a copy to your computer (like your screenshot)
2. Archive the post on Junkipedia 
3. Archive the post on Internet Archive (in the Wayback Machine)
4. Report the post
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Junkipedia: Submitting a Tip

Adding to the archive



Internet Archive (https://web.archive.org/) 
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https://web.archive.org/


Conclusion & Final Thoughts

1. Misinformation detection is a “cat and mouse” game
2. Data tools are a great gateway to using data without having to know code.
3. Open source tools (OSINT), particularly for detecting misinformation, have 

grown in variety
4. To take your misinformation detection to the next level, it helps to know a 

programming language. 
5. Be resourceful and prepare to use a variety of tools 

and programs.

Thank you for all that you do for our democracy!

https://twitter.com/Shayan86/status/1567541626251231233

	Slide 1: Detecting Misinformation
	Slide 2: What is misinformation?
	Slide 3: Misinformation Online
	Slide 4
	Slide 5: Using data tools in misinformation detection
	Slide 6: A data-driven approach to detecting misinformation
	Slide 7: Data Tracking: Where Should I Be Looking?
	Slide 8: Data Tracking: Some Resources
	Slide 9: Data Tracking: Junkipedia
	Slide 10: Quick Demo of Junkipedia
	Slide 11: Data Tracking: Audience Tip Sheet
	Slide 12: Quick Demo of Meta Ad Library
	Slide 13
	Slide 14: [2] Detecting Misinformation
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Doctored Image Detection
	Slide 23: Tineye (https://tineye.com/) 
	Slide 24: [3] Reporting on Misinformation
	Slide 25: The Truth Sandwich!
	Slide 26: Reporting & Data Post-Hoc
	Slide 27: Junkipedia: Submitting a Tip
	Slide 28: Internet Archive (https://web.archive.org/) 
	Slide 29: Conclusion & Final Thoughts

