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What is misinformation?

* Misinformation is verifiably inaccurate information that is spread by
someone (or some people) thinking it is true.

e Also relevant:
* Rumors
* Misleading claims

* Misinformation detection is always harder and more time consuming
than misinformation production.



Misinformation Online

Misinformation spreads more easily when it is “traded up the chain,” from
smaller platforms to larger ones.

. . Mainstream social
Small social media — — Larger news/
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platform pundit story




: £ Tennessee
Fake news? Trump supporters circulagg 4 [

rally crowds ... but it's not

Blunt Message Massive crowd waiting outside for the

Don’t be fooled again: That huISISIE A REaCEIDE
CIEROTERS ULV 5.t but..media says everyone hates
Washingfon Post Trump.. I'm confused.

“My followers are used to
me doing this,” said
McNeil. “I put it out there,
and then the fun starts.”




Using data tools in misinformation detection

. Misinformation leaves traces
Detecting doctored images (including
deepfakes)

Meta-data
Account information

. We can use data tools to seek out
and identify these traces.




A data-driven approach to detecting misinformation

1. Tracking

2. Detecting

3. Reporting

4. (Data journalism)
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Data Tracking: Where Should | Be Looking?

« National Spaces
o X/Twitter, Facebook, X @
YouTube, Instagram |
o “Pink Slime” journalism

o Localized Spaces
> Local Facebook Group S r/Rochester

o Next Door
- Local Reddit

These can be a lot to track individually. What if we wanted to see them
in the aggregate?
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Data Tracking: Some Resources

Tools for surveilling social media for misinformation. Some of these are
platform specific, while others are more general.

o Junkipedia (for checking multiple social media)

o Google Fact Check Tools (for existing fact checks)

o ClaimBuster (Al fact-checking + human team)

o Ad libraries (Weslyean, Meta Ad Library)

Trainings for misinformation tracking
o First Draft (https://firstdraftnews.org/bucket/our-training/)
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https://firstdraftnews.org/bucket/our-training/

Data Tracking: Junkipedia

https://www.junkipedia.org/apply riepeds —_— ~ L(igin

Apply to Join Junkipedia ,g |

Please provide information about your organization to apply for an Vi ral m iSinformation is '\‘ ¥
account to use Junkipedia. m and dan " erouis
— > \M,)”\

Organization Name

Join the fight and stop the spread \ - _{\‘\

Address

Organization Website

How do you plan to use Junkipedia? 1. Free l
2. Better for image analysis
y 3. Cameron Hickey
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https://www.junkipedia.org/apply
https://ncoc.org/staff/cameron-hickey-project-director-algorithmic-transparency-institute/

Quick Demo of Junkipedia

https://www.junkipedia.org/users/sign in
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https://www.junkipedia.org/users/sign_in

Data Tracking: Audience Tip Sheet

Sometimes, the best tips can come
from your viewers/readers. Having
an open tip sheet can be useful for
soliciting local misinformation that
has been spreading.

Setting one up

e Open tip sheet
o Prioritize common ones
o Focus on claims with links or
sources

AlI-GENERATED

Viral image claiming to show wreckage
of DC plane crash is fake

An Al image falsely depicts the deadly
American Airlines crash. Distorted text, floating
vehicles, and incorrect details are all clues the
image was made with Al

Verify is on a mission to separate fact from fiction in news and social media. We respect truth
above all and believe in transparency. If you see a story online or hear a rumor you want

verified, let us know. Just tell us your name, city and the story you'd like us to Verify. All

submissions may be used in a Verify segment or promotion.

Submit VERIFY Question
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Quick Demo of Meta Ad Library

https://www.facebook.com/ads/library/

0 Meta

Ad Library

Ad Library

Search all the ads currently running across Meta

technologies, as well as:

» Ads about social issues, elections or politics that
have run in the past seven years

+ Ads that have run anywhere in the EU in the past
year

To find an ad, search for keywords or an advertiser.

Search ads

Set your location and choose an ad category to start your search. View search tips.

United States w Ad category w Q) Choose an ad category

M saved searches
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Financial Scams and Spams
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[2] Detecting Misinformation

e We can use data tools to detect a variety of

misinformation forms:
> Messages/claims
o Images
o Users (e.g., sockpuppets and bots)

sus

e But you should also learn some “giveaways” of common
forms of misinformation (e.g., Al images)
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Detecting Misinformation

In the next few slides, I’'m going to show you
some photos. Can you figure out which ones
are Al and which ones are not?
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Doctored Image Detection @ omsree

If the Dow Joans ever falls more than 1000
"points" in a Single Day the sitting president
should be "loaded" into a very big cannon
and Shot into the sun at TREMENDOUS
SPEED! No excuses!

o FotoForensics (https://fotoforensics.com/)

: : FAKE

o Useful for detecting manipulated pote > SEER AT

images
o https://fotoforensics.com/tutorial.php

?tt=about

deepware®
_ Scan & Detect Deepfake Videos
° Deepwa re (https://deepwa re.al/) Place a video link or upload a video
o Useful for detecting deepfakes https://www.example.com A
Terms of Services and Privacy Policy
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https://fotoforensics.com/
https://fotoforensics.com/tutorial.php?tt=about
https://fotoforensics.com/tutorial.php?tt=about
https://deepware.ai/

Tineye (https://tineye.com/)

o Reverse image search; an alternative to Google Reverse Image Search
e Once you detect misinformation in an image, you can use TinEye to see
it’s spread

Search Technology Products About We are hiring

@ Upload Paste or enter image URL Q

5,147 results

Searched over 55.8 billion images in 3.5 seconds for: Using TinEye is private

narratively.com/wp-content/uploads/2020/05/QAnon-05.png and we do not save your

search images.

Include 400 results not available
Show anly 19 results found in collections

Show only 5 results found in stock
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https://tineye.com/

[3] Reporting on Misinformation
e Isit worth reporting on?

e Can |l prove it is misinformation?

e Isthere any important context | need to provide?
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The Truth Sandwich!

Reporting on a piece of misinformation shouldn’t motivate people to
believe it!

"Tf'uth.

Truth Sandwich:
1. Start with the truth. The first frame gets the advantage.

2. Indicate the lie. Avoid amplifying the specific language if possible.

3. Return to the truth. Always repeat truths more than lies.

Source: Poynter

Truth
pN—

Link to story Tracking | Detecting | Reporting | Data Journalism



https://www.poynter.org/reporting-editing/2020/how-to-serve-up-a-tasty-truth-sandwich/

Reporting & Data Post-Hoc

. How we store the data after is also important

Save a copy to your computer (like your screenshot)

Archive the post on Junkipedia
Archive the post on Internet Archive (in the Wayback Machine)

. Report the post

BwoN e

Tracking | Detecting | Reporting | Data Journalism



Junkipedia: Submitting a Tip

Adding to the archive

Submit a tip to

Start by describing the problem: what makes it harmful? What is false, misleading. or inaccurate? What other context is necessary?

Mext, please provide a link to the problematic content you found. This can be a link to a social media post -- like a Facebook post, YouTube video, or a tweet -- or it can be a direct link to a website that contains the problem you're addressing.
If you found something in the physical world, or somewhere you can’t link to, you can take a photo or screenshot and upload it here.

If relevant, you can also provide a location if this item targets or is relevant to a specific geographic community, like a particular neighborhood. aty, or state.

Once you submit this form, you'll be taken to the detailed issue edit page where you can tag the issue and classify its threat.

Link to post or website

http://example.com

Fleasze share a link to something problematic you found online

Describe the problem

You can explain what is wrong with the item you found hers. Include sdditional links if necessany.

Location

f the problematic content targets or relates to a specific geographic location, enter it here,

Upload an image, screenshot, or video

Choose file Browse

f wou don't have a link, you ¢an upload 2 screenshof, 3 photo you took, a video, or any other file you found online.



Internet Archive (https://web.archive.org/)

D Save Page Now

https://
SAVE PAGE

Capture a web page as it appears now for
use as a trusted citation in the future.
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https://web.archive.org/

Conclusion & Final Thoughts

1. Misinformation detection is a “cat and mouse” game

2. Data tools are a great gateway to using data without having to know code.

3. Open source tools (OSINT), particularly for detecting misinformation, have
grown in variety

4. To take your misinformation detection to the next level, it helps to know a
programming language.

5. Be resourceful and prepare to use a variety of tools P
and programs. R

Thank you for all that you do for our democracy!



https://twitter.com/Shayan86/status/1567541626251231233
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